










The primary objectives of the project were to enhance 

web security and user experiences across devices through 

effective security measures and responsive design 

techniques.

To achieve these project objectives, we conducted a 

thorough security analysis, implemented security 

measures, and utilized the principles of responsive design 

to enhance the website.



• Help ChainLink create a more secure 
and stable platform by using 
WordPress as the current foundation

• Improving the user experience in order 
to reduce friction between website 
and mobile applications 

• Our goal is to do our due diligence and 
meet the standards of our peers and 
our sponsor. We will do our best and 
complete all expected deliverables. 

"If we want users to like our software. We 
should design it to behave like a likeable 
person; respectful, generous and helpful"
-Alan Cooper



• Clean up images.
• Security assessment, 

vulnerability assessment, 
make and implement 
recommendations.
⚬ Research security 

practices. 
⚬ Review ChainLink website 

to determine actions 
needed

⚬ Create a set of 
recommendations 

⚬ Review  and determine 
recommendations to 
implement

⚬ Implement prioritized 
recommendations

⚬ Conduct penetration 
testing and other types of 
security testing to find 
vulnerabilities

⚬ Fix vulnerabilities

• Define and execute QA tests.
⚬ Assess possibility for 

automated testing, and 
implement if feasible.

• Fix bugs, fix parking lot issues, 
implement parking lot 
enhancements

• Accessibility assessment and 
recommendations

• SEO - make recommendations 
and implement

• Performance testing and 
improvements

• Responsive design
• Setup user commenting on 

articles



Subject Tasks Into Manageable Parts:
• Why?

⚬ Limited time to complete project
⚬ Individuals have other commitments
⚬ A single task will take the entire 

semester to complete

• Priority:
⚬ Responsive Design
⚬ Security

￭ Experience with developing 
security measures

￭ Eagerness to learn and develop 
measures for ChainLink

Progression/ Documentation
• Progress is documented through a 

designated database
• Recommendations needed to be 

thoroughly researched and were 
presented to ChainLink to ensure that 
it aligns with project needs

• etc.
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What is Responsive Design?

• An approach that addresses the range of devices 
and device sizes, enabling automatic adaption to 
the screen to ensure usability and satisfaction

What did we tackle?

• Ensure that images rendered correctly and is visible 
to different types of displays

• Display and alignment of content is consistent
• Render text legibly on all scales
• Keep content within their containers
• Display and resize images as needed

What we couldn't solve...

• Tables created by WordPress made it difficult to 
format, when it came to smaller displays
⚬ Requires a more technical approach through CSS 

and HTML
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Why is security so important?

• Prevents hackers and cyber-thieves from 
accessing sensitive information

• Without a security strategy, it would risk the 
spread of malware, attacks on the website, 
networks, and other IT infrastructures that were 
created.

Our Recommendations

• MFA
• Site Backup
• Limiting Login Attempts
• ETC.





• Enabled Auto updates

• Audited  Word Press Plug-ins

• Disaster Recover plan - Steps for 
recovery actions

• Change default admin site URL



• Utilized WordPress plugins and 
settings

• User testing

• Auto Logout Activity

• Limit account login attempts



• Enabling MFA for admin site

• User testing

• Prepare Disaster Scenario

• Propose potential solutions



What we hope to leave behind

⚬ Provide ChainLink a more stable platform that allows users 
a smoother experience

⚬ Ensuring that ChainLink is more secure
⚬ Measures taken to secure a website from cyberattacks
⚬ Ensures that users can access and interact ChainLink's 

website easily and comfortably, regardless of the device 
they use



What this project means for us

• A chance to develop our own individual skill sets
• Grateful to ChainLink for providing us an opportunity
• Insight to a technical field that would carry on to our future 

careers

What we got out of it

• Experience in a professional work environment
• Working in a collaborative environment that allowed us to 

develop stronger communication skills and teamwork
• Developing new skills in the technical industry
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